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	Overall Description of the Course


	This course is aimed at giving students an introduction about the overall ethical behaviors in the field of information and communication technology that is growing and developing rapidly.


	Overall Learning Outcomes
	By the end of the course unit students should be able to:

· Explain the  different forms of ICT ethics

· Explain the ethics of using computers between persons and devices

· Importance of ethical behaviors to users

· Importance of ICT ethical behaviors to the organizations

· Explain scenarios of computer misuse and the effects

· Explain various software attacks.

· Describe what the term information systems ethics means;
· Explain what a code of ethics is and describe the advantages and disadvantages;

· Describe the challenges that information technology brings to individual privacy.



	General Description of Teaching/Learning Methods and Modes of Assessment
	Intensive theoretical and practical lectures, discussions and presentations. Course work will be given and presented in form of hardcopy. The final 3-hour exam will require students to apply theory in dealing with the practical challenges.


Details

	Topic
	Teaching and Learning Methods to be Employed
	Learning Outcomes



	1. Introduction to IT ethics 


	Lecture and discussion notes 
	Be able to understand the  Meaning  of ethics, Forms of ICT ethics, Ethics of using computers between persons,

Ethics between user and device

 And Importance of ethical behaviors to user



	2. Scenarios of computer misuse and effects to society


	Lecture and discussion notes 
	Understand what Media/software piracy is, Intellectual property theft, Ransom ware attacks,-Identity theft,-Financial theft,

pornography



	3.Forms of computer software attacks


	Lecture and discussion notes 
	 To understand the forms of computer software attacks like 

Viruses, Worms, Trojan horses, Denial of service, Brute force, and the Steps to mitigate cyber risks,


	4. Ethical challenges in information technology

 
	Lecture and discussion notes
	To understand Ethical challenges in information technology like
Security, Privacy issues, Copyrights infringement, Increased pressure on IT experts, Digital divide.


	5. Ethical code of conduct in ICT

 
	Lecture and discussion notes
	To understand Ethical code of conduct in ICT like The ten commandments of computer ethics and also the Importance of a cyber law,



Assessment

Continuous Assessment test (CAT) 




              20%

Presentation/    course works   



                          20%
Final Examination







                        
60%

Reading Materials
1. Ethical and social issues in the information age Second Edition- by Joseph Kizza, Springer, 2003 

2. Law and Ethics in the Business Environment- by  Terry Halbert and Elaine Ingulli, 2011  
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